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Abstract— The DNS privacy protection mechanisms, DNS over
TLS (DoT) and DNS over HTTPS (DoH), only work correctly
if both the server and client support the Strict Privacy profile
and no vulnerability exists in the implemented TLS/HTTPS.
A natural question then arises: what is the landscape of DNS
Strict Privacy? To this end, we provide the first longitudinal
and comprehensive measurement of DoT/DoH deployments in
recursive resolvers, authoritative servers, and browsers. With the
collected data, we find the number of DoT/DoH servers increased
substantially during our ten-month-long scan. However, around
60% of DoT and 44% of DoH recursive resolver certificates are
invalid. Worryingly, our measurements confirm the centralization
problem of DoT/DoH. Furthermore, we classify DNS Strict
Privacy servers into four levels according to daily scanning
results on TLS/HTTPS-related security features. Unfortunately,
around 25% of DoH Strict Privacy recursive resolvers fail to
meet the minimum level requirements. To help the Internet
community better perceive the landscape of DNS Strict Privacy,
we implement a DoT/DoH server search engine and recommender
system. Additionally, we investigate five popular browsers across
four operating systems and find some inconsistent behavior with
their DNS privacy implementations. For example, Firefox in
Windows, Linux, and Android allows DoH communication with
the server without the SAN certificate. At last, we advocate that
all participants head together for a bright DNS Strict Privacy
landscape by discussing current hindrances and controversies in
DNS privacy.
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I. INTRODUCTION

S AN essential cornerstone of the Internet, the Domain

Name System (DNS) inevitably contains a large amount
of private information. However, the original DNS design [1]
is vulnerable to many active and passive attacks due to
the clear-text transmission approach, which seriously affects
users’ privacy. Numerous studies and reports have fueled the
desire to encrypt the DNS traffic [2], [3], but changing an
already widely deployed mechanism is not an easy job. Among
encrypted DNS mechanisms, only DNS over TLS (DoT) [4]
and DNS over HTTPS (DoH) [5] have been standardized and
widely adopted by large DNS providers [6], [7], browsers [8],
[9], and operating systems [10], [11], as TLS/HTTPS has
gained rapid development during the past years.

DoT and DoH are quite related in terms of supported
profiles. In particular, DoT supports the Opportunistic Privacy
profile and the Strict Privacy profile [12], while DoH only has
the latter [13]. The encrypted and authoritative connection is
mandatory in the Strict Privacy profile, while the clear-text
connection is still allowed in the Opportunistic Privacy pro-
file. From a security standpoint, the Strict Privacy profile is
more advantageous. Hence, the main subjects in this paper
are DNS Strict Privacy (DNS/SP), which contains DoT-SP
and DoH-SP. The DNS/SP server not only supports DNS
encryption but is also equipped with a pair of available (IP
address, domain name).

Although DNS/SP enjoys secure transmission from
TLS/HTTPS, it is also subject to corresponding threats, such
as CA compromise [14] and private key leakage [15]. There-
fore, DNS/SP needs the supplementary mechanisms, such
as DANE-TLSA [16], CT [17], Expect-CT [18], CAA [19],
certificate revocation [20], [21], [22], [23], TLS downgrade
protection [24], [25], and HSTS [26]. However, as an
online survey [27] by a research group from the University
of Chicago indicates, Internet users currently don’t know
how many players can provide reliable DNS/SP. A natural
question then arises: what is the landscape of DNS Strict
Privacy?

To this end, we in this paper systematically evaluate the
extent to which all players involved in DoT/DoH, including
recursive resolvers, authoritative servers (authoritative name
servers and TLD name servers), and browsers, in terms of
Strict Privacy responsibilities. Our research expands previous
measurements of the DNS privacy ecosystem, which usually
focus on the impact of encryption on DNS performance [28],
[29], [30] and the analysis of encrypted DNS traffic [31],
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[32], [33]. In contrast, we provide the first longitudinal and
comprehensive evaluation of the entire DNS/SP ecosystem
with the following contributions.

o We conduct monthly scans of the DoT/DoH adoption in
recursive resolvers. In particular, we design a new search
approach with 24 test suites that find nearly 28 times more
open DoH servers than the recent result in 2021 [33].!
And to comprehensively study the server-side adoption
of DoT/DoH, we also perform daily measurements of
DoT/DoH deployments in authoritative servers. Further-
more, we collect a dataset of DNS/SP servers by using
Subject Alternative Name (SAN), PTR record, and some
public lists.

o For the first time, we perform daily scans of the deploy-
ment of TLS/HTTPS-related security features in DNS-
/SP servers and rate them on four levels based on the
benefits and complexity of security features. Particularly,
we implement a DoT/DoH server search engine and
recommender system?’ that visually displays all measure-
ments on the world map to help Internet users choose
close and reliable DNS/SP servers.

o Furthermore, we perform in detail the first inspection
of Chrome, Firefox, Edge, Brave, and Opera for the
DoT/DoH implementation in Windows, Linux, macOS,
and Android.

o At last, we discuss the current hindrances and contro-
versies to the development of DNS privacy and propose
initiatives to the Internet community.

Note 1: In this paper, if we do not clarify it explicitly, the
data we use was collected on September 11th, 2022.

Taken together, our results suggest that DNS Strict Privacy
has a long way to go. The actual configuration has not kept
pace with the rapid adoption, and our main findings are as
follows.

o During our scan, the numbers of DoT and DoH servers
in recursive resolvers increased by 15.89% and 11.98%,
respectively. Unfortunately, 60.78% of DoT and 44.05%
of DoH recursive resolvers are configured with invalid
certificates in the worst case.

o Among recursive resolvers, we observe that the top
five DoH organizations operate 57.05% of DoH servers.
In addition, 71.74% of DoH servers are clustered in
five countries, and the USA accounts for 34.43%. The
above data confirm the centralization problem in public
DoT/DoH, i.e., public DoT/DoH servers are operated
mainly by a small set of service providers and are
concentrated in a few countries.

o We find that only 0.45% of DoH-SP servers in recursive
resolvers deploy DANE correctly, 1.73% advocate OCSP
Must-Staple, and 9.37% support HSTS. Furthermore,
according to our rating criterion, 25.84% of DoH-SP
servers in recursive resolvers fail to meet the minimum
requirements.

! Another possible reason is that the number of DoH servers grow a lot
during this period.
Zhttps://dns-sp.info
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« All five browsers only support DoH and generally enforce
the Strict Privacy profile well. However, only Firefox
in Windows and Linux supports CRL/OCSP to detect
the revocation status of the DoH server certificate, but
it accepts responses from the DoH server that does not
provide the SAN certificate.

Note 2: Due to the rules we used for assembling the DNS-
/SP list, the real configuration of DoT/DoH servers would be
far worse than our analysis result on DNS/SP servers. The
details of the applied rules can find in Section IV-A.

To help other scholars and Internet players reprise and
expand our research, we publish our code and data at

https://Irxgoat.github.io

II. BACKGROUND

In this section, we first outline the background of DoT and
DoH, as well as the factors hindering their development. Then,
we briefly describe the security mechanisms of the TLS and
HTTPS ecosystem that we investigate in this paper.

A. DNS Privacy Ecosystem

DNS acts like a phonebook containing mappings between
domain names and IP addresses that help users access Internet
resources. Almost all activities on the Internet start with a DNS
query; however, the DNS traffic is very vulnerable to malicious
monitoring and tampering due to its clear-text transmission
over UDP on port 53 [2].

1) DoT & DoH: To protect user privacy, DNS over TLS
(DoT), standardized in 2016 [4], utilizes TLS to encrypt and
wrap DNS packets. By default, the DoT client first negotiates
a TLS connection with the DoT server on port 853, and then
all DNS requests and responses are encrypted and transported
through TCP. However, since DoT uses a dedicated port, it is
easy for attackers to identify and block the DoT traffic.

DNS over HTTPS (DoH), standardized in 2018 [5], can
solve the above problem of DoT. In particular, the DoH server
and the DoH client communicate with each other through the
HTTP method (GET, POST, and JSON) after completing the
TLS handshake on port 443, making it difficult for attackers
to distinguish the DoH traffic from the regular HTTPS traffic.
Furthermore, DoH is easily adopted by browsers that support
HTTPS well.

2) Privacy Profiles: There exist two privacy profiles for
DoT, namely Opportunistic Privacy profile and Strict Privacy
profile [12]. The former requests the DoT server and client
to establish an encrypted and authoritative connection. If any
of the corresponding requirements fails, the communication
would fall back to the non-authoritative one or, even worse,
to the clear-text one. In contrast, the fallback action is for-
bidden in the latter privacy profiles, and the communication
would be terminated instead. Unlike DoT, DoH only supports
the Strict Privacy profile with the help of HTTPS. According to
the requirements of TLS and HTTPS, the Strict Privacy profile
has the following two premises [12]: 1) The server should
provide a PKIX certificate or a DNSSEC-validated chain to a
TLSA record. 2) The client should obtain the IP address and
corresponding domain name of the connecting server.
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3) Stumbling Block: The unreliable servers and the cen-
tralization problem are the main obstacles to the development
of DoT/DoH [34]. However, choosing a reliable DNS privacy
server is difficult if the client does not have the corresponding
list. Currently, Internet users generally select the DNS privacy
server in the default configuration or publicized by some
large organizations. While this can prevent some ISPs from
selling user DNS data, it undoubtedly exacerbates the already
criticized centralization problem [35]. Furthermore, the result-
ing geographic centralization of DNS resolution increases the
delay caused by DNS encryption to a certain extent [29]. This
paper provides a DNS/SP server list and the corresponding
map with ranking, which would be a meaningful attempt to
alleviate the above problems.

B. TLS and HTTPS Related Mechanisms

Many works [36], [37], [38], [39], [40], [41] show that
TLS and HTTPS are insufficient to provide a secure and
encrypted channel between client and server. Hence, this paper
investigates the corresponding supplementary mechanisms for
DoT/DoH.

1) Authentication Credential: The server is under threat
from an unreliable Certificate Authority (CA) when using the
certificate as an authentication credential, such as DigiNotar
compromise [14]. DNS-based Authentication of Named Enti-
ties (DANE) [16] is one of the mechanisms to solve this
problem. It works as follows. The server first publishes a
DNS record called TLS Authentication (TLSA) to instruct the
client on how to verify the certificate. After that, the client
verifies the integrity of the server’s TLSA record using Domain
Name System Security Extensions (DNSSEC) [41]. Finally,
the client checks whether the certificate delivered by the server
is consistent with its TLSA record.

2) Mis-Issuance Protection: The primary framework for
monitoring and auditing certificates is Certificate Transparency
(CT) [17], which contains the following three steps. A CA
or server should first obtain a Signed Certificate Timestamp
(SCT) from CT logs after submitting a valid certificate chain
to them. After that, the server can deliver the SCT to the client
via certificates extension, TLS extension, or Online Certificate
Status Protocol (OCSP) stapling during the TLS handshake.
At last, the client gets the promise that the CT log contains
the server’s certificate through verifying SCT. Moreover, the
Expect—-CT field is added to the HTTP header [18] to
ensure the execution of CT. It is worth mentioning that some
browsers like Chrome [42] and Safari [43] already enforce the
CT policy independently of Expect-CT. Furthermore, there is
another mis-issuance protection mechanism named Certifica-
tion Authority Authorization (CAA) [19]. It indicates which
CA can issue a certificate for a domain but does not mandate
DNSSEC.

3) Certificate Revocation: Certificate revocation serves as
a remedy in the event of a leaked private key or mis-
issued certificate [44], rendering the certificate invalid before
it expires. Certificate Revocation List (CRL) [20] is the
earliest revocation mechanism; however, it requires the client

to download the CRL file, which brings considerable delay
and burden to the client.

To alleviate the delay and burden, OCSP [21] enables the
client to obtain only the revocation status of a single certificate.
However, OCSP still requires the client to perform additional
queries and exposes the user’s browsing behavior to the CA.

To further relieve the client’s pressure from the Certificate
revocation and user privacy concerns, OCSP Stapling [22]
stipulates that the server obtains the certificate’s revocation
status from the CA in advance and then sends it to the client
during the TLS handshake. However, some clients still accept
certificates when they cannot obtain the revocation informa-
tion. In contrast, an X.509 certificate extension called OCSP
Must-Staple [23] instructs the client to block the connection
if a stapled OCSP response is not received during the TLS
handshake.

4) Downgrade Protection: To prevent the client from vul-
nerabilities in low TLS versions, Signaling Cipher Suite
Value (SCSV) [24] is designed to avoid downgrade from
TLS 1.2 and below. During the TLS handshake, if the
server supports a higher TLS version than the client does,
and TLS_FALLBACK_SCSV is included in the ClientHello
packet, then the server must return an alert and terminate the
corresponding connection.

TLS 1.3 has its own downgrade protection [25]. Suppose a
TLS 1.3 server finds that it can only negotiate TLS 1.2 or
below with the client. In that case, the server labels the
downgrade with a particular value set in ServerHello.random.
And then, the client would abort the connection according to
the particular value.

Furthermore, the HTTP Strict Transport Security
(HSTS) [26] can prevent TLS stripping attacks by instructing
the client only to access the domain via HTTPS.

III. DOT AND DOH SERVER

This section introduces our approach to obtaining public
DoT/DoH server datasets covering both recursive resolvers and
authoritative servers. After that, we analyze their evolution and
centralization problem.

A. Datasets

Without considering the cache case, a complete DNS query
process is initiated from the client to the recursive resolver.
And then, the recursive resolver lookups the root name server,
TLD name server, and authoritative name server successively.
Finally, the recursive resolver returns the query result to
the client [1]. Therefore, we need to obtain comprehensive
DoT/DoH server datasets covering both recursive resolvers
and authoritative servers to describe the landscape of DNS/SP
services.

1) Recursive Resolver: We have two main steps for discov-
ering DoT/DoH recursive resolvers. We first find all DoT/DoH
servers that open their service to the public, and then we verify
whether each of them is still a recursive resolver. Regarding
the first main step. We begin with using Zmap [45] to discover
IP addresses opening port 853 or 443, which correspond to
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DoT and DoH, respectively. After that, we need to confirm
which IP address indeed provides the DoT/DoH service. For
the DoT service, we first establish a TLS connection with
the IP address that opens port 853 and then initiate an A
record request for a domain through TCP. If we get a correct
DNS response, it has the DoT service in this IP address.
It is more complex for the DoH case. Based on previous
research [13], [33], [46], we combine 24 test suites to send
DNS requests over HTTPS for each IP address with open
port 443. Firstly, we have four common path templates,
including /dns-query, /query, /resolve, and /, for
constructing URI templates (e.g., https://8.8.8.8/dns-query).
Secondly, we use three request methods, including GET,
POST, and JSON. Thirdly, DoH servers accept requests via
HTTP/1 or HTTP/2. If the HTTP response status code is 200,
and the Content-Type field of the HTTP response header is
“application/dns-message” for GET/POST or “application/dns-
json” for JSON, then we confirm that the IP address provides
a DoH service.

Regarding the second main step. We use the kdig 3.1.4 [47]
to set the Recursion Desired (RD) flag in the DNS request
header and initiate encrypted A record queries to DoT/DoH
servers. If the server returns with the Recursion Available (RA)
flag set in their DNS responses, we consider the server as a
recursive resolver.

At last, by adding some public DoT/DoH server lists,’ we
can obtain the comprehensive DoT/DoH server dataset cover-
ing recursive resolvers. From November 2021 to September
2022, we repeated the above scanning process every month.

2) Authoritative Server: Regarding root name servers, oper-
ators are reluctant to implement authoritative DNS encryption
due to concerns about DDoS attacks and performance [48].
Hence, we only focus on TLD and authoritative name servers
here.

Considering the following reasons, we cannot use the
method of identifying recursive resolvers to construct our
authoritative server dataset. First, distinguishing authoritative
name servers from TLD name servers is difficult. Second,
determining which domain an authoritative server is author-
itative for is difficult. Therefore, we first obtain the list
corresponding to TLD and authoritative name servers and then
verify whether servers provide DoT/DoH services.

We get possible servers by scanning the NS records of
the TOP domain list and TLD list [49]. The TOP domain
list includes 3M unique domains after merging Alexa TOP-
1M [50], Majestic TOP-1M [51], Umbrella TOP-1M [52], and
Tranco TOP-1M [53]. After that, we use the same method as
in the recursive resolver case to identify DoT/DoH servers.
From January 2022 to September 2022, we repeated the above
scanning process every day (TOP domain list and TLD list are
updated monthly).

In addition, we use ip-api [54] to obtain the organization,
geographic location, country, and autonomous system (AS)
information of all DoT/DoH servers for further analysis.

3Lists and sources of public DoT/DoH servers are available at
https://Irxgoat.github.io
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Fig. 1. Number of DoT/DoH recursive resolvers over time.

Particularly, to investigate the impact of vantage points on
our measurements, we measure the number and configuration
of the global DoT/DoH server from Hong Kong (AS45102),
Virginia (AS45102), and Frankfurt (AS45102), respectively.
The results show little difference in the measurements of the
three vantage points. Therefore, this paper uses data measured
from Hong Kong.

3) Ethical Considerations: One of our ethical considera-
tions is the burden that active scanning places on servers,
which we mitigated by limiting the rate of requests and not
making malicious requests. Another ethical consideration is
to respect the willingness of the server to refuse scanning.
For example, we found that 512 DoH servers belonging to
Control D [55] were unavailable for a period of time during
the scan. We emailed the company to report the situation
and got a reply saying that all these DoH servers are private
resolvers and we are not authorized to use them. Therefore,
we excluded these IP addresses from the measurement.

B. DoT and DoH Adoption

We first investigate the popularity of DoT/DoH among
recursive resolvers and authoritative servers by the number of
servers and focus on analyzing the configuration of DoT/DoH
servers.

1) Open Server: According to our scan results, the numbers
of IP addresses opening port 853 and port 443 are stable at
around 3M and 53M, respectively. This statistical data is not
much different from the previous measurement results [13],
[33]. However, open DoT and DoH servers have increased
significantly. Specifically, we found 22K open DoT servers
in September 2022, while Doan et al. [56] found only 2.1K
in January 2020. Furthermore, our DoH server list contains
nearly 28 times more servers than the recent result in [33].
In addition, nearly 99.3% of open DoT/DoH servers can
provide recursive query capabilities.

2) Recursive Resolver: As shown in Figure 1, the number
of DoT/DoH servers is on the rise overall, and DoH has gained
greater favor among recursive resolvers. In the following,
we analyze TLS versions and certificates of DoT/DoH servers.

As shown in Table I, the ratio of TLS 1.3 in DoT servers
significantly increased compared to the previous result in
2020 [56] (only 20% of open DoT servers). However, the
support of TLS 1.3 in DoH servers is still insufficient. In par-
ticular, 1421 DoH servers operated by Scape Reach [57]
only support TLS 1.2. Unfortunately, 3812 (18.09%) DoT and
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TABLE I
STATISTICS OF TLS VERSIONS SUPPORTED BY DOT/DOH SERVERS

TLS 1.0 TLS 1.1 TLS 1.2 TLS 1.3

Recursive

DoT 3269 (15.51%) 3812 (18.09%) 17986 (85.35%) 14855 (70.49%)

DoH 9801 (37.73%) 10037 (38.64%) 23713 (91.30%) 14315 (55.11%)
Authoritative

DoT 110 (37.29%) 115 (38.98%) 261 (88.47%) 229 (77.63%)

DoH 14 (22.95%) 15 (24.59%) 59 (96.72%) 47 (77.05%)

TABLE 11

STATISTICS OF BASIC CONFIGURATION OF DOH SERVERS

Recursive Authoritative

Path Template

/dns-query 9501 (36.58%) 51 (83.61%)
/query 5855 (22.54%) 2 (3.28%)
/resolve 5529 (21.29%) 3 (4.92%)
/ 5089 (19.59%) 5 (8.20%)
HTTP Method
GET 18130 (69.80%) 58 (95.08%)
POST 24968 (96.13%) 58 (95.08%)
JSON 8919 (34.34%) 4 (6.56%)
GET & POST 17128 (65.94%) 55 (90.16%)
HTTP Version
HTTP/1 23307 (89.73%) 61 (100%)
HTTP/2 23049 (88.74%) 61 (100%)
HTTP/1 & 2 20382 (78.47%) 61 (100%)
GETH2 & POSTH2 16526 (63.63%) 53 (86.89%)

10051 (38.70%) DoH servers still support deprecated TLS
versions.*

Regarding server certificates,” we find that 12633 (59.95%)
DoT server certificates are invalid, which is worse than the
measurement in 2019 [13] (8% of open DoT servers). Sur-
prisingly, self-signed certificates account for 34.58% of invalid
certificates, and the CA field in them is mostly “Fortinet”
(72.12%). The situation is slightly better for the DoH server.
Specifically, 11226 (43.22%) -certificates are invalid, and
8464 invalid certificates are self-signed.

Overall, the above results show that the secure communica-
tion assurance of DoT and DoH has not kept pace with their
rapid adoption. We focus on analyzing the basic configuration
of DoH servers in the following.

First, we observe that 4679 (41.83%) DoH IP addresses
support only one path template, while 3095 (27.67%) support
all four path templates. As shown in Table II, we cannot find
all DoH IP addresses by only using the /dns—query path
template, which only results in 84.94%. This situation is due to
the absence of a standardized DoH path template. Fortunately,
if we further use path templates /query and /, we can obtain
99.21% of DoH IP addresses. Therefore, we recommend that
future active scans of DoH servers adopt this new advantage.

Second, as shown in Table II, only 17128 (65.94%) DoH
servers support both GET and POST, which MUST be satisfied
by DoH servers as specified in RFC 8484 [5]. Furthermore,
8919 DoH servers support JSON, and most of them (78.92%)
belong to NextDNS [59]. Surprisingly, six of these DoH servers
only support the JSON method, while all the corresponding
IP addresses support GET or POST on other path templates.

4For TLS versions less than 1.2, we call them deprecated TLS versions [58].

5Since the DoT/DoH recursive resolver list only contains IP addresses,
we do not compare domains when validating certificates for DoT/DoH
recursive resolvers.
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Fig. 2. Number of DoT/DoH authoritative name servers over time.

We guess these six DoH servers may be implemented for
specific needs or experimental purposes.

Third, there exist 2925 (11.26%) DoH servers only sup-
porting HTTP/1, while RFC 8484 [5] stipulates that HTTP/2
is the minimum RECOMMENDED version of HTTP for
DoH use. Furthermore, as we can see from Table II, 20382
(78.47%) DoH servers support both HTTP/1 and HTTP/2 for
compatibility with older client software.

Overall, only 16526 (63.63%) DoH recursive resolvers
follow the RFC well (simultaneously supporting GET, POST,
and HTTP/2). Hopefully, our measurements could drive the
norm for DoH implementations.

3) Authoritative Server: Although DoT and DoH between
recursive-to-authoritative are not standardized, their privacy
issues between them have also attracted widespread atten-
tion [48], [60]. However, to the best of our knowledge,
no existing work measures the deployment of DoH in author-
itative servers. Furthermore, only Deccio et al. [61] measured
DoT support in authoritative servers in 2019. They only
found 12 DoT authoritative name servers and no DoT TLD
name server.

During our entire scan, we could not find any TLD name
server supporting DoT or DoH. For authoritative name servers,
we found 295 DoT and 61 DoH servers on September 11th,
2022. As shown in Figure 2, the number of DoH authoritative
name servers declined on June 26th, 2022. The reason is that
the 20 servers authoritative for ndnslab.com no longer provide
DoH services. We also note that DoT and DoH authoritative
name servers are authoritative for 3843 and 226 domains
in the TOP domain list, respectively. Considering organiza-
tions, we observe that 116 different organizations provide
DoT services, with Onavo Mobile (9.76%) and Facebook
(9.41%) relatively large. DoH is more concentrated, with only
29 different organizations operating DoH servers, and Google
(20.75%) accounts for about a quarter. Therefore, it is fair
to say that DoT is more popular than DoH in authoritative
servers.

However, the configuration of the DoT server is not satis-
factory. From Table I, we can see that more than half of DoT
servers support deprecated TLS versions. Furthermore, 166
(56.27%) DoT server certificates can not be verified, of which
27.10% are expired and 66.27% are self-signed. Fortunately,
46 (75.41%) DoH server certificates are valid, and 53 (86.89%)
DoH servers follow the RFC well.

C. DoT and DoH Centralization

Centralization has heightened concerns among Internet
users about the single point of failure and their browsing
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Fig. 3. Global distribution map of DoT/DoH recursive resolvers.

TABLE III

STATISTICS OF ORGANIZATION, COUNTRY, AND AS FOR DOT/DOH
RECURSIVE RESOLVERS

DoT DoH
Organization Organization
NextDNS 2268 (10.76%) NextDNS 7911 (30.46%)
Hot-Net Internet 1869 (8.87%) CONY BRAKE 3142 (12.10%)
BroadNet 1163 (5.52%) Scape Reach 2199 (8.47%)
Cloudflare 1025 (4.86%) Controld 862 (3.32%)
CleanBrowsing 1020 (4.84%) Win Soon Lee 700 (2.70%)
Country Country
United States 4290 (20.36%) United States 8943 (34.43%)
South Korea 2494 (11.84%) South Korea 3180 (12.24%)
Israel 1720 (8.16%) India 2967 (11.42%)
Canada 1383 (6.56%) France 1853 (7.13%)
Germany 1254 (5.95%) Canada 1693 (6.52%)
AS AS
AS34939 2479 (11.76%) AS34939 8125 (31.28%)
AS12849 1843 (8.75%) AS55303 5628 (21.67%)
AS9318 1186 (5.63%) AS398962 862 (3.32%)
AS13335 1031 (4.89%) AS15557 713 (2.75%)
AS205157 1018 (4.83%) AS797 711 (2.74%)

patterns being tracked. We evaluate the current situation
of centralization in public DoT/DoH recursive resolvers in
terms of organization, geographic location, country and AS.
As shown in Table III, we observe that the top five DoT
and DoH organizations operate 7345 (34.85%) and 14814
(57.05%) servers, respectively. In addition, we find that 7051
(33.46%) DoT and 17234 (66.35%) DoH IP addresses are
operated by organizations that have at least 100 IP addresses.

In Figure 3, we can see that the physical location of DoH
servers is more concentrated than that of DoT servers, even
though there are more DoH servers. One possible reason for
this centralization is that large DNS providers deploy the
DNS privacy services on the CDN servers that are mostly
co-located. As shown in Table III, 11141 (52.87%) DoT and
18636 (71.74%) DoH servers are clustered in the top five
countries. Furthermore, DoT and DoH servers are distributed
over 1570 and 661 ASes, respectively. In particular, AS34939
is hosting 8125 (31.28%) DoH servers. According to the
above data, we can conclude that the centralization problem
of public DoH is more severe than that of public DoT.® One
promising solution under the current situation is to provide an
exhaustive well-configurated DNS/SP servers list for Internet
users, which we give in the next section.

IV. DOT-SP AND DOH-SP SERVER

In this section, we first introduce the construction of
our DNS/SP recursive resolver list (Section IV-A). After

6Since few players deploy encrypted DNS compared to traditional
DNS [62], the centralization of DoT/DoH services would not significantly
affect the DNS ecosystem.
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(b) DoH

that, we analyze DNS/SP recursive resolvers (sections I'V-
C.1-IV-C.5) and authoritative name servers (Section IV-C.6).
Finally, we evaluate the security level of DNS/SP recursive
resolvers (Section IV-D) and compare them with HTTPS
servers (Section IV-E).

A. Datasets

It is impossible to measure the deployment of TLS/HTTPS-
related security features of servers without the correspond-
ing domains. Hence, the first task is to complement the IP
addresses of DoT/DoH recursive resolvers we obtained in
Section III-A. Since there is no standard method to get the
correct corresponding domain based on IP addresses dynami-
cally, we ask for help from SAN extensions and PTR records
containing domain information we could use.

We first obtain the certificate to fetch the DNS names in
the SAN extension that lists all domains associated with the
certificate [63]. Particularly, we perform a TLS handshake
with each DoT and DoH IP address on ports 853 and 443,
respectively. However, we still need to filter out the collected
domains from SAN extensions for the following reasons.
Specifically, one IP address may serve different domains on the
same port, and one certificate could be associated with other
domains that do not provide the DoT/DoH service. Combining
previous reports [33], [64], we apply the following filtering
rules on the domains without any wildcard. 1) It contains
“dns” or “dot” on port 853. 2) It contains “dns” or “dot” on
port 443. If none of the domains without any wildcard satisfies
the above rules, we get the domain from the domains allowing
a wildcard by retaining the right part of the wildcard.” For
instance, we get “dns.com” for “*.dns.com”.

Compared to the SAN extension, the PTR record directly
shows the relationships between IP addresses and domains.
However, we still need to filter the collected domains by
applying the same rules used in the case of SAN extensions,
as one IP address may serve different domains.

After the above two methods, we obtain a candidate list
of DoT/DoH servers with corresponding (IP address, domain
name) pair, i.e., a candidate list of DNS/SP servers. Note that
the candidate list contains public DoT/DoH server lists we
mentioned in Section III-A.1.

To ensure that all the (IP address, domain name) pairs in
the candidate list are the correct ones for DoT/DoH servers,
we re-check them by using the method applied in Section III-A
for finding DoT/DoH servers and specifying the domain as the

7 According to [65], more than one wildcard in a domain is not allowed,
which is also reflected by our collected domains.
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value of the SNI field. We use the result as our list of DNS/SP
recursive resolvers, which we update monthly.

Specifically, 46.53% of DoT and 47.29% of DoH recursive
resolvers obtain the corresponding domains. However, when
looking for domains using SAN extensions, we observe that
many of the filtered DNS names in the DoT and DoH recursive
resolver certificates are in the form “FG*” (43.26%) and
“bb-in" (45.35%), respectively. Digging deeper, we find that
most of these DoT server certificates are issued by “Fortinet”
(87.32%), and most of them belong to SFR (34.38%). This
is probably because SFR delegates its security management
to FortiGuard Labs [66]. Considering DoH, the CA filed
in most of these certificates is “bb-in” (99.27%), and most
of these certificates belong to Scape Reach [57] (43.87%).
This may be due to the partnership between Scape Reach and
the Hong Kong Broadband Network® [67]. Note that these
certificates are all invalid and account for 25.37% of DoT
and 24.95% of DoH server datasets. According to our rules,
the list of DNS/SP recursive resolvers won’t contain the
DoT/DoH servers corresponding to “FG*” and “bb-in”, which
clearly cannot satisfy the security requirement. Therefore, the
configuration of the DoT and DoH recursive resolvers is far
worse than our subsequent analysis of DoT-SP and DoH-SP
recursive resolvers.

Limitation. We are aware of some limitations of our data
collection methods, including the lack of local private servers
and IPv6 addresses, the rules we use to filter the domains
collected from SAN extensions and PTR records, and how we
deal with the domains with a wildcard. However, we believe
that our method is still a meaningful attempt to find DNS/SP
servers.

B. Measurement Process

To show the landscape of DNS Strict Privacy, we measure
various security features of TLS and HTTPS for DNS/SP
servers. Specifically, TLSA records and CAA records of the
DNS/SP server are collected from DNS, and other data are
obtained via performing TLS negotiation with DoT-SP and
DoH-SP servers on ports 853 and 443, respectively.

1) Authentication Credential: We use Mozilla Root
CA certificates [68] to verify the certificate chain
of the DNS/SP server. For DANE-TLSA, we use
UNBOUND [69] to get the TLSA records of the DNS/SP
servers and perform DNSSEC verification. Then we
complete the verification of DANE according to the
Certificate Usage, Selector, Matching Type,
and Certificate Association Data fields in the
TLSA record and the certificate chain of the DNS/SP server.

2) Mis-Issuance Protection: Recall the mis-issuance protec-
tion. It contains CT, Expect-CT, and CAA. The measurement
of CT is related to the existence and verification of SCTs,
which can be found in the certificate extension, TLS extension,
and OCSP Stapling. To measure Expect-CT, we need to
send an HTTP HEAD request to the DNS/SP server that
successfully establishes a TLS connection and check whether

8pb-in may be short for Broadband internet.

the HTTP response header contains the Expect—-CT field.
At last, CAA records can be obtained via UNBOUND.

3) Certificate Revocation: As we mentioned before, cer-
tificate revocation mechanisms contain CRL, OCSP, OCSP
Stapling, and OCSP Must-Staple. Hence, we need to determine
which mechanism the server uses. The first, second, and last
ones can be respectively decided by using the CRL server
URL, OCSP server URL, and extension OID in the certificate
extension. The third one can be nailed down by the OCSP
response in the TLS extension.

After that, we can check the revocation status of the
certificate accordingly. We need to request the CRL server
and OCSP server for the first two mechanisms, respectively.
However, no additional request is needed for OCSP Stapling.
Note that besides the revocation status, we also need to
verify the signature of the CRL and OCSP responses. At last,
we check the supporting status of OCSP Stapling for the OCSP
Must-Staple case.

4) Downgrade Protection: If the DNS/SP server can sup-
port TLS 1.3, we then negotiate with the server using TLS
1.2, TLS 1.1, and TLS 1.0 in order. After that, we check
whether the last 8 bytes of the ServerHello.random match the
particular value that identifies the downgrade. If the DNS/SP
server only supports TLS 1.2, we use TLS 1.1 to handshake
with the DNS/SP server and include TLS_FALLBACK_SCSV
in the Clienthello cipher suite. Then we observe whether the
DNS/SP server returns an alert and terminates the connection.

Detection of HSTS is similar to Expect-CT. In particular,
we check whether the Strict-Transport-Security
field exists in the HTTP response header.

C. DoT-SP and DoH-SP Management

For a more persuasive and accurate evaluation of the data
we collect as above, we only keep one piece of data for one
domain if different (IP address, domain name) pairs have the
same domain. The main reason for the filtering is that one
domain usually corresponds to one configuration, even if the
domain is associated with many IP addresses [36], [70].

1) Availability: The availability of TLS service is the
paramount premise for using the Strict Privacy profile on
the client-side. Figure 4(a) plots the availability and version
of TLS connections in DNS/SP servers over time. It is
easy to see that DNS/SP servers show a slight downward
trend after each update of the dataset, leading to a similar
trend in the deployment of valid certificates (Figure 4(b)),
CT (Figure 6(a)), and OCSP (Figure 6(b)). This situation
may be due to domain change or service unavailable of the
DNS/SP server. Compared to the data in Table I, the ratio
for supporting TLS 1.3 in DoH servers increases, while that
in DoT servers decreases. This change is mainly due to the
data filtering rule for (IP address, domain name) pairs. For
example, 3051 domain names in the DoT-SP dataset before
deduplication are “dns.nextdns.io”, and all of these servers
support TLS 1.3.

2) Authentication Credential: Certificate. As shown in
Figure 4(b), we find that the proportion of DoH-SP servers
with valid certificates is lower than that of DoT-SP, which is
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Fig. 5. Distribution of certificate lifetime for DNS/SP recursive resolvers.

different from the expected case since DoH-SP is compatible
with HTTPS well.

After counting the number of valid certificates, we further
analyze the invalid certificates, certificate lifetime, and certifi-
cate reuse.

The most common error for certificate verification failures
is the certificate expiration according to the collected data.
Specifically, 212 (41.81%) and 137 (48.24%) invalid certifi-
cates in DoT-SP and DoH-SP servers are expired, respectively.
Furthermore, 23 (4.54%) and 54 (19.01%) invalid certificates
in DoT-SP and DoH-SP servers are self-signed, respectively.
Hopefully, the server administrator could update the certificate
from a reliable CA in time.

From the security viewpoint, the shorter the lifetime of a
certificate, the better, which can effectively reduce the harm
caused by CA compromise, private key leakage, and website
impersonation [71]. Figure 5 plots the cumulative distribution
of certificate lifetimes for DNS/SP servers. We find that
284 (12.62%) DoT-SP and 105 (9.55%) DoH-SP servers’
certificates have a certificate lifetime of greater than 398 days.
It violates the rules of Apple [72], Mozilla [71], and
Google [73]. Furthermore, we find the certificate lifetime of
14 DoT-SP and 13 DoH-SP servers is over 825 days, which
would be potentially risky, as shown in [74].

The popularity of CDN services and multi-domain cer-
tificates dramatically facilitates the realization of certificate
sharing among multiple servers [63], but also aggravates the
security risks caused by private key leakage and certificate
misuse. We show the upward trend of certificate reuse in
DNS/SP servers in Figure 4(b), especially DoH-SP servers.
Furthermore, we notice that the certificate reuse ratio of
DNS/SP servers goes up sharply right after each dataset
update. It is mainly due to the criteria of certificate reuse.
In particular, we only consider available servers that allow
certificate reuse. As shown in Figure 4(a), the number of
available servers goes down after each dataset update, and the
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servers becoming unavailable usually do not share certificates
with others. However, certificate reuse is still a non-negligible
problem. Specifically, 1103 DoT-SP and 479 DoH-SP servers
reuse the certificate. Unfortunately, we found 11 DoH-SP
servers using the same expired certificate on April 11th, 2022.
Furthermore, 41.34% of the certificates for DoT-SP servers are
find in DoH-SP servers, and conversely, 38.56% for DoH-SP
servers. However, this certificate reuse may cause DoT and
DoH services to fail simultaneously, and we find 29 such
DNS/SP servers.

Additionally, the centralization problem exacerbates cer-
tificate reuse as server operators usually share certificates
for convenience. For example, there exist 524 DoT-SP
servers sharing the certificates, and all of them belong to
CleanBrowsing [75]. These certificates should be maintained
carefully; otherwise, all 526 servers would be out of service
simultaneously.

DANE-TLSA. DANE-TLSA is another way to ensure the
authoritativeness of DNS/SP servers, which is protected by
DNSSEC. We find that 1180 (52.45%) DoT-SP and 532
(48.41%) DoH-SP servers correctly support DNSSEC, indi-
cating that DNSSEC is not the primary factor hindering
support for DANE-TLSA. As shown in Figure 4, we observe
that DNS/SP servers’ support for DANE-TLSA dropped by
about 2% after April 11th, 2022, and DoH-SP servers were
more severe. This is mainly because the servers belonging
to Danmarks Tekniske Universitet and Kracon ApS no
longer provide DNS encryption services. Additionally, 84.12%
of DoT-SP and 85.71% of DoH-SP servers with TLSA records
deploy DANE correctly. Two main reasons for the DANE
verification failure are 1) mismatch between the certificate and
the TLSA record and 2) invalid DNSSEC.

3) Mis-Issuance Protection: CT. Only if a DNS/SP server
can provide a valid SCT, we consider it as the one supporting
CT. As shown in Figure 6(a), most DNS/SP servers are under
the protection of CT. Specifically, 1889 (83.96%) DoT-SP
and 902 (82.07%) DoH-SP servers can provide valid SCTs.
All valid SCTs can be found in the certificate, and some of
them also are delivered via OCSP Stapling. However, none
of the valid SCT is transmitted by TLS extension. The main
reason for this delivery situation is that the SCT delivered via
a certificate only requires effort from the CA, while the other
two ways need to burden the server operator.

Google released its new CT policy [76] in March 2022.
It states that certificates issued before April 15th, 2022,
should still follow the old CT policy, i.e., they are logged
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time.

by at least one Google CT log and one non-Google CT log.
Unfortunately, we find that 549 (24.40%) DoT-SP and 161
(14.65%) DoH-SP server certificates violate this requirement.
Moreover, as stated in [76], for certificates issued on-or-after
April 15th, 2022, Google delegates the power of logging
certificates to other CT logs. Specifically, certificates with
a lifetime of 180 days or less are required to be logged
by two different CT logs, and other certificates are logged
by three different CT logs. All of these distinct CT logs
could be non-Google. If all DNS/SP servers still keep their
current certificate management after April 14th, 2022, we find
that there would be more 1.04% of DoT-SP and 2.28% of
DoH-SP server certificates violating the CT policy. These data
indicate that the updated CT policy does not impact the current
operation of the CT framework in DNS/SP servers.

Expect-CT. In Figure 6(a), it can be seen that DoH-SP
servers have a drop in support for Expect-CT. This phe-
nomenon is inseparable from the possible obsolete of Expect-
CT [77] due to some browsers enforcing CT [42], [43].
Among the DoH-SP servers that support Expect-CT, only
two servers set the enforce directive to instruct the client
to terminate the connection when the server violates the CT
requirements. Furthermore, eight servers use the value of URI
in the report—uri directive to indicate the address clients
should report Expect-CT failures to, and six addresses are
Cloudflare.

CAA. As shown in Figure 6(a), we find that only around
3% of DNS/SP servers support CAA. What’s worse, not all
CAA records are followed by CAs. In particular, 70.18% of
DoT-SP and 55.56% of DoH-SP servers’ CAA records are
followed by CAs. Almost all CAs following the CAA records
are Let’s Encrypt. This poor situation of CAA may give
another reason that clients typically do not consider CAA
check errors as a criterion for server violations [78].

4) Certificate Revocation: Figure 6(b) shows the trend of
the support of certificate revocation mechanisms in DNS/SP
servers. It is easy to see that OCSP is greatly supported in
DNS/SP servers, but OCSP Stapling and OCSP Must-Staple
are rarely deployed. Specifically, 149 (13.56%) and 19 (1.73%)
DoH-SP servers support OCSP Stapling and OCSP Must-
Staple, respectively. However, the corresponding ratios of
DoT-SP servers are only 68 (3.02%) and 31 (1.38%), respec-
tively. In particular, NextDNS plays a crucial role in the
deployment of OCSP Must-Staple. For example, NextDNS
supports 11 DoH-SP servers to implement OCSP Must-Staple.
Unfortunately, a relatively large number of servers (83.82% of

DoT-SP servers and 74.98% of DoH-SP servers) only support
CRL or OCSP, which undoubtedly burdens clients.

We also find that most DoH-SP servers supporting certifi-
cate revocation can work as expected,9 while it is not the same
situation in DoT-SP servers. In particular, only 1128 (57.38%)
signatures in the OCSP responses in DoT-SP servers support-
ing OCSP can pass the verification, compared to 802 (82.77%)
in DoH-SP servers. These errors would prevent clients from
using OCSP to block revoked certificates. Additionally, only
58.06% of DoT-SP servers supporting OCSP Must-Staple send
OCSP responses during the TLS handshake, compared to
94.74% in DoH-SP servers. Once clients respecting OCSP
Must-Staple cannot receive the OCSP response, they may
terminate the connection.

5) Downgrade Protection: TLS downgrade protection. In
Figure 6(c), we give the trend for the ratios of DNS/SP servers
that are equipped with the downgrade protection features.
To give a clearer illustration, the ratios related to the different
TLS versions in Figure 6(c) are computed according to the
number of TLS connection versions.

We intuitively find that the SCSV supporting ratio in TLS
1.2 DoH-SP servers is significantly higher than that of TLS
1.2 DOT-SP servers. It is mainly because none of 525 TLS
1.2 DOT-SP servers from Cleanbrowsing can support SCSV.
We also find that most TLS 1.3 DNS/SP servers return the cor-
rect particular value when we try to establish a TLS connection
with TLS 1.2. In contrast, we cannot find the correct particular
value in most TLS responses when we use TLS 1.1 or TLS
1.0 to establish the connection. One possible reason for this
situation is that many browsers no longer support TLS 1.1 or
TLS 1.0 [79], and it does not need to set the corresponding
configuration in the DoT/DoH service. Furthermore, we find
that 1095 (84.95%) TLS 1.3 DoT-SP and 644 (71.08%) TLS
1.3 DoH-SP servers can also support SCSV. This is probably
because the server sees TLS_FALLBACK_SCSV as a signal
to detect the downgrade.

HSTS. Since HSTS can only be found in the HTTP
response, only DoH-SP servers can support it. Figure 6(c)
shows that the ratio is only around 10%. Among them,
34 (33.01%) set the preload directive, indicating that the
server’s HSTS policy has been pre-embedded in the client
so that no insecure connection would occur between them.

°If the corresponding revocation response is available and the corresponding
signature verification is successful, we say that the CRL, OCSP, or OSCP
Stapling work as expected. If a server provides the stapled OCSP response,
we say OCSP Must-Staple works as expected.
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In addition, 58 (56.31%) set the includeSubDomains
directive, making HSTS equally applicable to all subdomains
of the site. DoH-SP servers usually set the max—age directive
as 365 days (52.43%) or 730 days (30.10%), and four servers
set it to zero. The zero value may cause the connection
between the user and the server to no longer be protected
by HSTS.

6) Authoritative Name Server: To more comprehensively
assess the landscape for DNS/SP, we also evaluate the situ-
ation in authoritative name servers. We do not give the trend
for all the security features in Figure 7, since the missing
features are either unavailable or with a low supporting ratio.
We can intuitively find in Figure 7 that the situation of
the DoH-SP server is significantly better than that of the
DoT-SP server. Specifically, the ratio of valid certificates in
DoT-SP servers is about half of that in DoH-SP servers,
and the reason for invalidation is mainly due to self-signed
(66.27%) and expired (27.11%) certificates. Unfortunately,
there are 11 DoT-SP and two DoH-SP servers with certificate
lifetime zero. Furthermore, certificate reuse is widespread in
authoritative name servers, reaching about 63.38% in DoT-SP
and 57.69% in DoH-SP servers. Considering DANE-TLSA,
although 67 (22.71%) DoT-SP servers have TLSA records
(none in DoH-SP), only three can pass DANE verification,
and most (59) fail due to invalid DNSSEC.

Compared to DoT-SP servers, DoH-SP servers have better
support for CT. However, none of the DoH-SP servers support
Expect-CT, and only two DoT-SP servers and three DoH-SP
servers have CAA records. Furthermore, none of the DNS/SP
servers support OCSP Must-Staple; almost all DoH-SP servers
support one of CRL and OCSP at least. Remarkably, the ratio
(38.32%) of DoH-SP servers supporting OCSP Stapling is
much higher than that of DoT-SP authoritative name servers
(5.08%) and DoH-SP recursive resolvers (20.08%). About
90% of DNS/SP servers are equipped with good protection
for TLS downgrade attacks, while only two DoH-SP servers
support HSTS.

D. Security Level Analysis

To describe the prospect of DNS/SP servers more intu-
itively, we present four rating criterions as shown in Table IV,
according to the security benefit and configuration complexity
of the mechanism. We do not consider HSTS, Expect-CT,

101t should be noted that certificate revocation refers to supporting at least
one revocation mechanism; TLS downgrade protection refers to supporting
downgrade protection measures corresponding to the TLS connection version.
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TABLE IV

RATING STANDARDS FOR THE SECURITY LEVELS OF DNS/SP SERVERS.
EXCEPT FOR LEVEL-C, THE CONDITIONS OF OTHER LEVELS MUST
MEET SIMULTANEOUSLY

TLSVer! CertValid?> CT  CertRev’ TLSDownPro* DANE-TLSA
Level-S 1.3 /5 v v v v
Level-A 1.3 v v v v o°
Level-B  12/13 v o o o o
Level-C <12 x5 o o o o

! TLSVer indicates the TLS version.

2 CertValid indicates the vertificate valid.

3 CertRev indicates any certificate revocation mechanism.

* TLSDownPro indicates the TLS downgrade protection.

5/ denotes deploy; X denotes no deploy; O denotes not considering,

—— DoT-SP Level-s —— DoT-SP LevelA —— DoT-SP Level-8 —— DoT-SP Level-C
-~ DOH-SP Level-S ~~

DOH-SP Level-A == DOH-SP Level-B ==+ DoH-SP Level-C
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or CAA in our rating standards. It is because the first two
are only supported by DoH-SP servers while we aim to rank
all the DNS/SP servers in a unified criterion, and the last one
does not mandate DNSSEC and is usually complied by CAs.

We consider Level-B the minimum requirement for the
DNS/SP server to satisfy the Strict Privacy profile. Specifi-
cally, the server should support the TLS version greater than
1.1 and provide a valid certificate. If the TLS version is lower
than TLS 1.2 or the certificate is invalid, the server cannot
guarantee a secure connection, so we rank it as Level-C.
If the DNS/SP server deploys TLS 1.3, a valid certificate,
CT, at least one certificate revocation mechanism, and TLS
downgrade protection, we rank it as Level-A. If DNS/SP
servers further support DANE-TLSA, we rank it as Level-S.

Figure 8 shows the evolution of the proportions of the
four levels in DNS/SP recursive resolvers. We find that
Level-A DNS/SP servers account for the highest proportion,
especially DoH-SP servers. Nevertheless, the proportion of
Level-C DoH-SP servers is higher than that of Level-C
DoT-SP servers. According to the data on September 11th,
2022, we find that 11 (0.49%) DoT-SP and five (0.45%)
DoH-SP servers are ranked as Level-S. However, upon
further investigation, we find that only two Level-S DoT-SP
servers and one Leve1-S DoH-SP server appear in the public
lists we collected.

In conclusion, DoH-SP servers can provide better security
protection, which may benefit from their better compatibility
with the existing HTTPS ecosystem. The development of DNS
Strict Privacy can promote the evolution of the TLS/HTTPS
ecosystem, and in turn, DoT/DoH can also benefit from future
TLS/HTTPS-related security features.

E. Comparison With the HITPS Ecosystem

We can better understand the actual security state of the
DNS privacy ecosystem by comparing DNS/SP services with
HTTPS services. In this section, we comprehensively com-
pare the deployment of TLS/HTTPS-related security features
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TABLE V

COMPARISON OF SECURITY FEATURE DEPLOYMENTS BETWEEN DNS/SP

RECURSIVE RESOLVERS AND HTTPS SERVERS

DoT-SP DoH-SP HTTPS

TLS Version

TLS 1.3 1289 (57.29%) 906 (82.44%) 327546 (32.75%)

TLS 1.2 692 (30.76%) 104 (9.46%) 546110 (54.61%)

TLS 1.1 - - 179427 (17.94%)

TLS 1.0 — — 162256 (16.23%)
AuthCred

CertValid 1743 (77.47%) 815 (74.16%) 749255 (74.93%)

DANE-TLSA 15 (0.67%) 5 (0.45%) 461 (0.05%)
MislssPro

CT 1889 (83.96%) 902 (82.07%) 751188 (75.12%)

Expect-CT - 2 (0.18%) 543 (0.05%)

CAA 57 (2.53%) 27 (2.46%) 35494 (3.55%)
CertRev

CRL 694 (30.84%) 129 (11.74%) 357646 (35.76%)

OCSP 1966 (87.38%) 969 (88.17%) 775417 (77.54%)

OCSPStap 68 (3.02%) 149 (13.56%) 328639 (32.86%)

OCSPMust 31 (1.38%) 19 (1.73%) 708 (0.07%)
DownPro

TLSDown 1217 (54.09%) 850 (77.34%) 749255 (74.93%)

HSTS — 103 (9.37%) 25538 (2.55%)
Security Level

Level-S 11 (0.49%) 5 (0.45%) 369 (0.04%)

Level-A 937 (41.64%) 644 (58.60%) 516046 (51.60%)

Level-B 795 (35.33%) 166 (15.10%) 232379 (23.24%)

Level-C 507 (22.53%) 284 (25.84%) 250748 (25.07%)

by Majestic TOP-1M servers [51] and DNS/SP recursive
resolvers on September 11th, 2022.

As we can see from Table V, DNS/SP recursive resolvers
and HTTPS servers differ in their support of some security
features. We discuss highlighted data below.

First, DoH-SP servers are much better than other servers
in terms of TLS 1.3 support. Furthermore, 183017 (18.30%)
HTTPS servers still support deprecated TLS versions, which
are not present in DNS/SP servers.

Second, DNS/SP servers deploy CT and HSTS better than
HTTPS servers. This shows that DNS/SP server adminis-
trators have recognized the importance of security features.
However, DNS/SP servers are still insufficiently deployed for
some features, such as TLS downgrade protection in DoT-SP
servers.

Third, DNS/SP servers have worse support for certifi-
cate revocation than HTTPS servers. Specifically, 44.75% of
HTTPS servers only support CRL/OCSP, while the corre-
sponding ratios in DoT-SP and DoH-SP servers are 83.82%
and 74.89%, respectively. In addition, the number of DNS/SP
servers supporting OCSP Stapling is much lower than HTTPS
servers.

To help the Internet community better understand the
deployment situation of DNS Strict Privacy, we have imple-
mented a DoT/DoH server search engine and recommender
system'!. Specifically, the search engine displays the security
configuration and historical evolution of DNS/SP servers. The
recommender system recommends reliable and close DNS/SP
servers based on the user’s geographic location.

V. CLIENT-SIDE BEHAVIOR

As the most common application between Internet users and
DNS privacy servers, browsers are responsible for verifying

For detailed usage, please visit https://dns-sp.info
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the identity of the server and encrypting DNS packets. Never-
theless, we do not yet know whether browsers in different
operating systems (OSes) can support DNS Strict Privacy
and how to react after failure. To this end, we present a
detailed inspection of five popular browsers for DNS Privacy
implementation in four OSes in this section.

A. Methodology

The crux of the measurement is to simulate DoT and DoH
services. To this end, we first purchase a domain as our
experimental DNS privacy server. Then we use the Nginx web
server to receive DoT and DoH requests from the browsers
and specify the web server IP address as the A record for
the domain. Furthermore, we use UNBOUND [69] as the
DNS recursive resolver for DNS lookups and to unpack (pack)
DoT queries (responses) from (into) TCP packets. As a result,
we can simulate the DoT service by combining Nginx and
UNBOUND. On this basis, we integrate the open-source
tool dns—-over—https [80] to implement the DoH service,
which is convenient for us to change the DoH server con-
figuration. Figure 9 shows the whole process of DoT/DoH
services, from initiating the query to getting the response in
the experiment.

After implementing DoT/DoH services, we select five
browsers providing DNS privacy settings according to pre-
vious reports and research [81], [82]. Specifically, we inspect
Chrome, Firefox, Edge, Brave, and Opera for the DoT/DoH
implementation in Windows 11, Ubuntu 20.04, macOS 12, and
Android 11. Some of the five browsers require the underlying
OS to support DNS privacy. To this end, we use mobileconfig
files [83] and the ControID APP to realize the support of
DoT/DoH in macOS and Android, respectively.

Particularly, we focus on the basic implementation of DNS
privacy and the reactions related to the certificate. For the
former one, our evaluation is made by changing the server
configuration. For the latter one, we use OpenSSL to generate
various test certificates, including the common errors we found
in Section IV-C.2, and we also set browsers to trust our root
certificate. Furthermore, we build four unique revoked certifi-
cates as CRL, OCSP, OCSP Stapling, and OCSP Must-Staple
test suites. Specifically, the revoked certificates for the CRL,
OCSP, and OCSP Must-Staple test suites include only the CRL
server, OCSP server, and OID (1.3.6.1.5.5.7.1.24), respec-
tively. For the OCSP Stapling test suite, we prefetch the OCSP
response file for the revoked certificate and transmit it in the
TLS handshake.
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TABLE VI
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IMPLEMENTATION OF DOH BY BROWSERS IN DIFFERENT OPERATING SYSTEMS

Firefox Chrome Edge/Opera/Brave

Win Lin. Mac. Andr. | Win. Lin. Mac. Andr Win. Lin. Mac. Andr.
Browser Version 97 97 97 97 97 97 97 97 99/82/1.36 99/82/1.33 99/82/1.36 99/70/1.33
Content-Type o! o o o (] o o o 4 [ 4 (4
TLS Version (V] o o o o o o (V] () o () o
HTTP Version © o o o o o o o o o o o
HTTP Method POST POST GET POST POST POST GET POST POST POST GET POST
Self-signed Cert vz v v v v v v v v v v v
Expired Cert v v v v v v v v v v v v
SAN Error Cert v v 4 v v v v v v v v v
No SAN Cert X2 X v x v v v v v v v v
Revoked Cert (CRL/OCSP) v v X X X X X X X X X X
Revoked Cert (OCSPStap) v v v v v v v X v v v X
Revoked Cert (OCSPMust) v v X X X X X X X X X X
Fallback o o o o . . ° . . ) . )
! © denotes compliance with RFC requirements.
2 v/ denotes correct identification of certificate errors; X denotes incorrect.
@ denotes no fallback to clear-text; O denotes fallback to.

B. Results DoH server’s certificate. Unfortunately, we find 10,048 such

All five browsers only support DoH in the selected four
OSs, so our analysis below is for DoH only. Furthermore, it is
not surprising that there is no difference in measurements for
Chrome, Edge, Brave, and Opera, as all of them are original
from the Chromium kernel [84].

Considering the unawareness of DNS privacy, browser users
usually use the default configuration of the underlying browser.
We find that Firefox and Opera use Cloudflare as the
default DoH provider and only have another optional provider,
which undoubtedly exacerbates the centralization problem.
Reassuringly, other browsers do not have default DoH server
settings and offer at least four options.

We give the measurement summary in Table VI,
which clearly shows that the basic configuration of the
browsers is generally in good condition. Specifically,
when we configure the TLS version in the DoH server
lower than 1.2, all the browsers terminate the DoH
query. Furthermore, all the browsers can set Content-Type
to application/dns-message correctly, and support
HTTP/1.1 and HTTP/2.0 to transmit DoH packets with
HTTP/2.0 first rule. As we discover in Table II, about 90% of
DoH servers support HTTP/2.0. Hence, the browsers would
use HTTP/2.0 to communicate with the server in most cases.
The supporting HTTP method is the only defect in the basic
configuration. Especially when the default HTTP method is not
available, all browsers do not try other methods but directly
terminate DoH queries, resulting in clients not being able to
communicate with DoH servers that only support one HTTP
method.

Considering certificate validation, we only get expected
results when the certificate is self-signed, expired, or a mis-
match between the domain and the DNS names in the SAN
extension. Firefox in Windows, Linux, and Android accepts
the DoH response even when the SAN extension is not
included in the DoH server certificate.

Unfortunately, revoked certificate detection in the five
browsers is poor. If the DoH server only supports CRL or
OCSP, we find that almost all browsers except Firefox in Win-
dows and Linux communicate with the DoH server configured
with revoked certificates. In this case, the user may have a
false sense of security that there is nothing wrong with the

public DoH servers. Furthermore, only Firefox in Windows
and Linux respects OCSP Must-Staple and stops sending DoH
requests to DoH servers.

Regarding the fallback policy in the browsers, we, unfor-
tunately, find that Firefox in Windows, Linux, and macOS
would fall back to clear-text DNS for queries when DoH
is unavailable, though it can force no fallback by setting
network.trr.mode to 3 in about:config. Further-
more, only Firefox does not prompt the user to check secure
DNS settings when DoH is unavailable.

C. Summary

DNS clients should also support DNS/SP well; otherwise,
all the efforts on the server side would be in vain. Although
browsers already support HTTPS well, we still find incon-
sistent behaviors, even the same browsers on different OSes.
Some problems are only related to DoH, such as the SAN
problem in Firefox, while some problems are also related to
HTTPS, such as the certificate revocation problem. Therefore,
proper implementation of DNS Strict Privacy on the client side
could not only urge unreliable server updates but also benefit
both the DNS privacy and HTTPS ecosystem.

VI. RELATED WORK

In this section, we present previous research related to
our work, especially the DNS privacy ecosystem and security
mechanisms related to TLS/HTTPS.

A. DNS Privacy Ecosystem

Many works have been devoted to the DNS privacy ecosys-
tem from different perspectives, including the adoption of
DoT/DoH [13], [28], [33], [61], the impact of encryption
on DNS performance [28], [29], [30], [56], the analysis of
encrypted DNS traffic [31], [32], [33], [85], and mitigation
of centralization problems [35], [86], [87]. In the following,
we briefly review the works close to this paper. The first com-
prehensive analysis of DNS-over-Encryption is conducted by
Lu et al. [13]. They mainly focused on server-side deployment,
worldwide availability and performance, and traffic analysis of
DoT/DoH. However, their DoH server dataset is not compre-
hensive, and it is assembled using passive data. Furthermore,
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they only analyzed the certificates of DoT/DoH servers but not
other TLS/HTTPS-related security features. Many subsequent
works complement these deficiencies [28], [33]. For example,
Garcfia et al. [33] collected a more comprehensive list of open
DoH servers and analyzed DoT, DoH, and DNS over QUIC
traffic from the perspective of a large ISP, a large university,
and a global company. Bottger et al. [28] measured the TLS
version, CT, CAA, and OCSP Must-Staple support across ten
public DoH servers. Nevertheless, there is no work so far
that comparatively analyzes the deployment and evolution of
TLS/HTTPS-related security features of DoT/DoH servers on
a large scale, which is what this paper is devoted to.

There are also some papers that evaluated other players
in the DNS privacy ecosystem [61], [81]. Deccio et al. [61]
conducted an active scan of open DoT/DoH servers and
analyzed TFO support. In particular, they also measured DoT
adoption in authoritative servers. Huang et al. [81] observed
the DoH communication behavior of browsers with the public
DoH server when faced with four attack vectors. Compared
to them, this paper extensively measures the implementation
of DoT/DoH in recursive resolvers, authoritative servers, and
browsers.

The centralization problem is one of the main factors hin-
dering the development of DNS privacy, and many solutions
have been proposed, such as the Oblivious DNS over HTTPS
(ODoH) [86] and the de-monopoly name resolution [87].
In this paper, we quantify the centralization problem of public
DoT/DoH servers and construct the most comprehensive list of
DNS/SP servers, providing users with more reliable options
to mitigate the centralization problem.

B. TLS and HTTPS Related Mechanisms

Many previous studies [36], [37], [38], [39], [40], [41] have
conducted comprehensive evaluations of TLS/HTTPS-related
security features. In 2015, Zhu et al. [38] performed the first
long-term measurements of DANE-TLSA and analyzed the
cause of DANE validation errors. Liu et al. [37] conducted
the first end-to-end evaluation of the certificate revocation
ecosystem by analyzing website administrators, CAs, and
browsers. The most comprehensive assessment of the entire
HTTPS ecosystem is the work of Amann et al. [36] in
2017. They analyzed the deployment and security benefits of
different mechanisms by measuring CT, HSTS, HPKP, TLSA,
CAA, SCSYV, and the evolution of TLS versions. To the best of
our knowledge, our work is the first to give a longitudinal and
comprehensive measurement of TLS/HTTPS-related security
features in DoT/DoH servers.

VII. DISCUSSION

Our measurements show significant improvements in DNS
privacy support both on the server-side and client-side. Nev-
ertheless, choosing plaintext DNS or encrypted DNS, DoT or
DoH, is far from being a matter of ephemeral and dictatorship,
but a trade-off between user privacy and stakeholder interests.
In this section, we discuss the roadblocks to the evolution
of DNS privacy and propose initiatives for various plays to
advance DNS privacy forward.

A. Roadblock

DNS privacy, a technique innovating the DNS mechanism
that pervades the corners of the Internet, undoubtedly shakes
the web’s foundation and offends the interests of stakeholders.

Centralization. Our results clearly show the centralization
problem in public DoT/DoH, which indicates that Internet
users can only get the DoT/DoH service from a few providers.
In this case, DNS messages cannot be genuinely protected. For
example, unscrupulous providers can easily obtain full DNS
logs of Internet users and sequentially infer users’ privacy,
such as hobbies, occupations, and health status. Furthermore,
the single point of failure, unhealthy data competition, and
increased DNS resolution distance affecting performance are
also undesirable by-products of the centralization problem.

According to our analysis, the centralization problem is
not due to the DoT/DoH mechanism itself but mainly to the
default setting of application software. Unlike traditional DN'S
servers that can be auto-configured, it is hard for Internet users
to discover other DNS privacy servers and configure them
correctly in the application’s obscure Ul For example, Firefox
and Opera have Cloudflare as the default provider and only
offer one additional option. Although the users can configure
a new DNS privacy server, there is no instruction to complete
the setting.

Reliability. The authority and confidentiality of DNS mes-
sages are the advertising advantages of DNS privacy. However,
our measurements show that DoT/DoH servers’ configura-
tion on TLS/HTTPS-related security features is far from the
expected situation. For instance, around 60% of DoT and 40%
of DoH recursive resolver certificates are invalid. Furthermore,
DNS manipulation may also happen in DNS privacy servers,
as in regular DNS servers [88]. Given the centralization
problem, it is uncomplicated to imagine what damage a
compromised DNS privacy server can cause. At last, DNS
privacy can only protect the client-server DNS communication,
but not the integrity of DNS responses. Hence, DNSSEC is
still required.

Supervision. Encrypted DNS undoubtedly increases the
difficulty for network administrators to monitor the DNS
traffic, especially for DoH. For example, DoT/DoH can bypass
DNS-based corporate policies and parental controls, and even
help malware evade DNS detection [89]. As a result, compared
to DoH, some participants are more willing to support DoT to
maintain the power to regulate the behavior of Internet users.

False sense of security. After DNS privacy solves the
biggest remaining task in Internet encryption engineering,
ignorant users may have the illusion that their privacy
is guaranteed. However, due to the existence of metadata
such as certificate, OCSP, HTTP connection, SNI, and IP
address, DoT/DoH cannot wholly prevent ISPs and attackers
from snooping on users’ browsing patterns. Therefore, what
DoT/DoH provides may be just illusory privacy.

B. Initiative

DNS, the cornerstone of the Internet, cannot survive the
encrypted torrent of the Internet. DoT/DoH is an integral
approach to solving this predicament. Like CT and TLS 1.3,
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the current evolution of DNS privacy mainly benefits from
Internet centralization and large organizations (such as Mozilla
and Google). However, we believe that the deployment of DNS
privacy is not the responsibility of the minority but requires
the endeavor of all participants in DNS privacy, including
large DNS providers, local DNS suppliers, clients, and Internet
users.

Server. As we have witnessed, DoT/DoH is the best choice
for protecting DNS privacy currently, which suggests DNS
server administrators embrace rather than block DoT/DoH.
We are pleased to observe that this process is being advanced.
Specifically, we found 21,073 open DoT and 25,974 open
DoH servers in September 2022, while there were only 6,016
and 931 in previous results [33], [88]. Nevertheless, DoT/DoH
adoption is still far from our expectation, given over 3 million
open DNS resolvers [62]. Furthermore, we observe that only
2854 and 1070 different organizations are involved in DoT
and DoH, respectively. The actual situation for DoH may be
better since the DoH template is not standardized. Hence,
we advocate that the Internet community standardizes the
DoH template to identify DoH servers and further facilitate
user configuration and DNS censorship. Furthermore, since
encrypting DNS messages can hinder Internet security supervi-
sion, we endorse that network administrators deploy DoT/DoH
servers in their local network if they want to protect DNS
communication without losing DNS information visibility.

As discussed in Section IV-D, Level-B is the baseline
for any qualified DNS privacy server. Furthermore, the server
should also support DNSSEC to protect DNS responses. For-
tunately, these two mechanisms are compatible. In particular,
DNS privacy can reduce the middlebox interference during
DNSSEC validation.

Client. We expect clients to improve the shortcomings
of DNS privacy implementations mentioned in Section V-B.
Inconsistent behavior and vague instructions on the client-side
would lead to a poor experience for Internet users. Considering
the unfriendly prompts, we recommend that clients split the
custom DoH server setting into domain and path and inform
users why DNS encryption failed.

The default setting of the DNS privacy provider in clients
would exacerbate the tension between the immaturity and
enforcement of DNS privacy. Furthermore, it would impede
the development of local DNS privacy servers, if the user
cannot set the current service provider as the DNS privacy
provider. However, Firefox and Opera are not good examples
of the above two problems. Furthermore, the client must show
the details and ethical guarantees of the built-in DNS privacy
provider to give users safety and peace of mind. Unfortunately,
almost all clients only show the provider name. As well, clients
should respect OS security strategies, corporate policies, and
parental controls to minimize the impact of DNS privacy on
network regulation.

Internet user. Unlike other stakeholders on the Internet,
Internet users have little knowledge or voice on DNS privacy.
The only thing they can do is to entrust DNS information to
specific third-party entities or opt-out. The more choices they
can make, the more benefits they can obtain from DNS pri-
vacy. Hence, maintaining a comprehensive public and reliable
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DNS/SP server list, which we are trying to do in this paper,
is vital.

Remnant metadata. Recall the plaintext metadata available
to network snoopers. We still need to prevent privacy leaking
from certificates, OCSP, HTTP connections, SNI, and IP
addresses. TLS 1.3, OCSP Stapling, and HTTPS can handle
well with certificates, OCSP, and HTTP connections, respec-
tively. However, Encrypted SNI or Encrypted Client Hello [90]
should work together with DoT/DoH to deal with the leak in
SNI. Lastly, we recommend multiple domains associated with
one server to expand the difficulty of coupling the domain
name to an IP address.

VIII. CONCLUSION

In this paper, we have provided the first longitudinal and
comprehensive evaluation of the implementation of DoT/DoH
in recursive resolvers, authoritative servers, and browsers.
We have found that the configuration of DNS privacy has not
kept pace with its adoption. The numerous hindrances and
controversies in the evolution of DNS Strict Privacy can only
be overcome by all participants heading together. On the bright
side, a considerable number of DNS Strict Privacy servers are
properly equipped with TLS/HTTPS-related security features,
and DoH performs better. Our research highlights the need
for servers and clients to re-check their configurations and
encourages more players to deploy DNS privacy.
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